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Li nux Security Model

- Inherited UNIX big brother traits

designed to protect users fromthensel ves

everything is a file

files have permssions (file node)

every file is owed by a user

every file Is associated wwth a group

every process has an owner

every process can access resources its owner can
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Li nux Security Model

- Linux Security Basics
perm ssions denystified
9 bits plus special bits
user, group, others (u,g,0) [owner, group, world]
______ execute, wite, read (x,wr)
x=1, w=2, r=4 (octal)

'‘Ils -la /etc/passwd’
- W r-- r-- 1 root root 1614 Jan 22 00:32 /etc/passwd

So here there is no special bit set (leading '-')
the user can read and wite ('r',"'w)
the group can read ('r'")
the others can read ('r')
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Deficiencies in Linux Security

perm ssions not granul ar enough

| oggi ng / auditing | acking

unnecessary services by default

| ack of clean GUJ tools to configure security
updating / patching
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| nprovi ng Linux Security, Step 1

- Turn off unnecessary services!

_ _ _ services are typically turned on, running, and |istening
_ _ _if youdon't need it, turnit off!

__ _1f you do need it, then turn it on only when you need it!

many ways to turn off services, sone distro-specific
______ ‘/etc/rc.d/rcX d/ service _nane'
‘nmv /etc/rc.d/rc3.d/ S80sendmail /etc/rc.d/rc3.d/ s80sendnai |’

‘serviceconf' QGJ utility

'service service nane action'
'service sshd start'
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| nprovi ng Linux Security, Step 2

- Keep your systemup to date!

___besides initially |l ocking down your system Kkeeping it up
to date i s nost inportant!

___doesn't matter how you keep up to date, just do it!

‘up2date' via Red Hat and Red Hat NetworKk

"yumi (yell ow dog updater, nodified)

Ximan's 'Red Carpet’

" apt
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| nprovi ng Linux Security, Step 3

- Harden your systen

- firewall, intrusion detection / port detector, perm ssions
_ _ _can do it all manually or use any nunber of prograns
______ ‘firestarter' http://firestarter. sourceforge. net/

______ ‘fwbouilder' http://ww. fwbouil der.org
______ ‘portsentry' http://ww.rpnfind. net
______ ' scanl ogd' http://ww. openwal | . conif scanl ogd/
______ "bastille-linux' http://ww. bastille-linux.org

‘tripwre' http://www. tripwre.org

___'snare' nhttp://ww.intersectalliance.con projects/ Snare/
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| nprovi ng Linux Security, Step 3

- Keep vigilant!
- what if you see a lot of hard disk activity and you' re unsure?
_ top

_"lsof -1 tcp' "I sof -1 udp

_'ps -auxf'
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| nprovi ng Linux Security, Mre in Depth

- Rule Set Based Access Control System ( RSBAC)

- WWW. r sbac. org

| built upon CGeneralized Franmework for Access Control

| _ _ Nne (9) access control nodels (MAC, FC, SIM ACL, etc.)
| _ _ access control

enf or cenent deci si on data structures

Access Control Enforcenent Facility (intercept systemcalls)

Access Control Decision Facility

|
Access Control Data

| _ _ _ Subject wants to access object. That request call is
| ssued and contai ns key paraneters (type, subject, object &
attri bute).
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| nprovi ng Linux Security, Mre in Depth

- Linux Security Mdules (LSM
- http://1smimmuniX. org/
~__framework for access control
provi des security hooks to nmanage security fields
provi des security hooks to perform access control
adds security fields to kernel data structures
__“Linux Security Mdul es: CGeneral Security Support for the
Li nux Kernel” 2002
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| nprovi ng Linux Security, Mre in Depth

- grsecurity
- WWW. grsecurity. net
_collection of security inprovenents
RBAC
MAC
chroot restrictions
auditing features
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| nprovi ng Linux Security, Mre in Depth

- extended attributes and ACLs

- http://acl.bestbits. at/

| _ _ extended attributes are associated with files
|  _ file node determnes permssions (12bits total)
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nprovi ng Linux Security, Mdre in Depth

Security Qptions wth 2.6 Linux kernel

I ncluded with 2.6 kernel are many options to choose from
_ Socket and Networking Security Hooks

______ set access controls on sockets and networ ki ng

Default Linux Capabilities

______ normal security

Root Pl ug Support

USB devi ce nust be present for EA@ D=0 binaries

NSA SE Li nux Support
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Li nux Resources

WWW. Ccrazytrai n. com

WWW. | I nuxsecurity.com
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