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Proactive vs. Reactive Incident Response & Data Forensics

- Proactive Incident Response & Data Forensics
current trend and future norm
| egal and requl atory
_________ G amm Leach-Blil ey Act (G.BA)
WWW. epi c. or g/ privacy/ gl ba/
Heal th I nsurance Portability & Accountability

Act (H PAA)

WWwW. acog. or g/ from homnre/ depart nent s/ cat egory. cf n’recno=19&bul | e

______ vol atile infornmati on
nmenory
_________ processes

_________ crypt ogr aphy
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Proactive vs. Reactive Incident Response & Data Forensics

Reactive I ncident Response & Data Forensics
current majority and historical norm
st and- al one personal conputers
typically Wn32 vari ant

post nortem anal ysi s

Nno processes

no systemstate

vol atile information?

Crypto?
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Way Li nux (why not M crosoft)?

- Power of the Penguin
mninmally invasive by default
no wite bl ocker required

_filesystemtypes support
one systemto anal yze any nunber of systens

__operating systemcontrol and granularity
______ nonitor and | og actions

__ | oopback devi ce
______ mount filesystemcontained within regular file &
browse | ogi cal structure
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Linux is Mnimally | nvasi ve!

- Mninmally invasive
- by default Linux wll
evidentiary nedi a

__safely attach nedi a
SD, conpact flash, nenory sticks, hard drives

not stonp (or lightly brush against) on

__can use hardware wite bl ocker
| f you feel conpelled, if you feel the need

___"lvar/log/ nessages’
______ attach device & view system | og
‘/proc' filesystemto glean nore hardware info

Copyri ght €004 Thomas Rude Al'l Rights Reserved

This document is protected by applicable copyright [aws. You nmay not
show, adapt, or distribute this document or any part thereof without
prior express witten consent of copyright hol der.



. Usi ng Linux for Incident Response & Data Forensics

One Li nux System can Anal yze Nunerous O her Systens!

- filesystemtypes support

- Wwe can use one system (Linux) to anal yze nunerous systens
__ nmount di sk-based fil esystens

______ VFAT, NTFS, ext2/ext3, ReiserFS, XFS, JFS, HFS+
nount network fil esystens

______ AFS, Coda, NFS, etc.

browse | ogical structure

revi ew active content

perm ssions, credentials, etc.

_Mrtual Filesystem Layer (VFS)

( "/usr/src/kernel version/Docunentation/filesystens/vfs.txt')
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Li nux G ves Control to YQU

- granular control of the Linux Qperating System Environnent
( LCSE)

- we can nonitor and |log actions, as well as control behavior

__nonitor actions

‘script'

'strace'

__everything is a file
security & control
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Li nux & Loopback — the Perfect Pair!

- | oopback device allows us to treat a regular file as a bl ock
devi ce

- afilesystemcontained wwthin a file may be nounted | ocally

__ _maximum of 255 |l oop device files ('/dev/lIoop0', etc.)

__specified during 'nount' command

"nmount -0 ro,loop file_name nount point'’

__specify offset of filesystemw thin physical inmage
'nount -0 ro, | oop, of fset=28672 file nane

nmount _poi nt

| _ _ _ once nounted | ogical structure & content may be vi ewed
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Your Li nux Tool box!

- acquisition utilities
- tools that acquire nedia in sone form

" dd’

______ probably the best, for all nedia

______ acquire, create files, convert data, & w pe nedi a

___'dcfl dd

______ nmod' d version of 'dd" to i nclude M) val ue of data
_ 'sdd" (sdd+)

______ nod' d version of 'dd' to i1 nclude M) val ue, | BS/ OGBS

enhancenents, etc.
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Your Li nux Tool box!

- authentication utilities

- tools that authenticate nedia in sone form
_"cksun

' md5sun

'shalsumn

' nd5deep’
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Your Li nux Tool box!

- analysis utilities
- tools that allow you to anal yze nedia in sonme nanner
_'file

used to determne type of file

used to find sonething & pass argunents
"fgrep’ ' grep’ "mai | grep’
used to search for sonething

______ used to list directory contents
' hdpar m
used to get hard drive infornmation (or set it)
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Your Li nux Tool box!

- live analysis utilities
- tools that allow you to analyze live nedia in sone manner

___'script'

______ used to nake typescript of termnal session
___'date' ' cl ock'

______ gat her systemdate & tine, & processor tine
' ps ' pstree' "| sof' "t op'

______ used to gather process infornmation and open files
__ _hid "whoam ' "' who' "finger'

______ used to gather user information
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Your Li nux Tool box!

- data forensic prograns

- tool s that

were designed to performdata forensic processes

_ "SMVART for Linux' WWW, asr dat a. com

feature-rich, point and click GJ program
sector matching acquisition conponent
robust authentication capabilities
on-the-fly conpression for iInages
filesystemstudy feature

LAN WAN acquisition friendly

_ _ "Sleuthkit’ www. sl eut hkit. org

collection of command utilities
uses web browser interface
viewtineline activity

sort files by category

| mage t hunbnail vi ewer
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Li nux Resources

WWW. Ccrazytrai n. com
Www. smart f or ensi cs. net
WWW. opensour cef orensi cs. org

http://groups. yahoo. com group/ | i nux_forensics/
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Questi ons?

f ar mer dude@razytrain.com
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