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An agenda

| nt roducti on?

Wiy are we here?
Way Li nux?

Your Li nux Tool box!

Questi ons?
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| nt r oducti on?

| did have a prior job
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Why are we here....really?

understand why Linux is so powerful for data forensics

understand factors that nay affect selecting a tool

| earn what tools are out there and their strengths and
weaknesses

share personal experiences to help all of us
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V\hy Li nux? YIKES' Marv has committed

suicide . . . | told himhe'd
have to pay extra to nount an
inmage file in Wndows!

Ch the hurmanity! 'Marv, the
pengui n was here to help
you!"

Heh heh heh . . . he forgot ;
his wite bl ocker! Wat a i

He shoul d have known better
shane. . ..

crippled boot disk .
| told him'Linux, Mryv,
Li nux' !

Copyright €004 Thomas Rude Al Rights Reserved

Thi s docunment is protected by applicable copyright laws. You nay not
show, adapt, or distribute this document or any part thereof without
prior express witten consent of copyright hol der.




. | nci dent Response & Data Forensics Using Linux

Bui | di ng Your Linux Tool box

Way Linux .... Penguin Power

mnimally invasive by default

- filesystemtypes support & disk |ayout support
- control

- | oopback devi ce

- network protocols

- LOSE (Linux Qperating System Environnent)
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Linux Power . . . . Mnimally Invasive
- no hardware wite bl ocker required

- you can safely attach nedia wthout worry of wites
- thunbdrives, zip drives, conpact flash, SD, etc.

- BUT if you li ke both a belt and suspenders you can use a
hardware wite blocker with Linux
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Linux Power . . . . Mnimally Invasive

suspender s!

Zen and the
Art of

Mot or cycl e
Mai nt enance

bel t!
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Linux Power . . . . Filesystem Types & D sk Layout Support
- support for many FS TYPES, i ncl udi ng;

- di sk- based

- networ k

- speci al

- support for many di sk |ayouts, including;
- DOS style partitions
- di skl abel s
- slices

- what does all of this really nean to you?

One platformto anal yze any nunber of pl atforns!
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Linux Power . . . . Operating System Control

you control the operating system

| og actions taken

deci de how t he operating system shoul d handl e devi ces

custom ze code for personal needs

Copyright ©2004 Thomas Rude Al Rights Reserved

Thi s docunment is protected by applicable copyright laws. You nay not
show, adapt, or distribute this document or any part thereof without
prior express witten consent of copyright hol der.




. | nci dent Response & Data Forensics Using

Bui | di ng Your Linux Tool box

Linux Power . . . . Operating System Control

- do you get this control in a Wn32 environnent ?
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Li nux Power . . . . Loopback Device

treat regular file as bl ock device
- nount filesystemread only

- view |l ogical structure

- Vview active data

- free in Linux, $$$ in Wn32
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Li nux Power . . . . Network Protocols

Appl et al k

| PX

- 1P

drop attack box in any network and grab packets
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Linux Power . . . . Linux Qperating System Environnment (LOSE)

- 1/ O schedul er
- requests to disc, CO-ROM etc.

- nmenory nanagenent
- much nore flexible nmenory and pagi ng nodel s than W n32

- pervasively multi-tasking and mul ti-threadi ng
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Li nux Power
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Ckay, 'Linux' .... but 2.4 or 2.6 kernel ?

+ 2.6
- scal abl e processing (16CPU vs. 8CPU for 2.4)

- Ssupport > 8@ RAM

- 1/ O Schedul er choice (deadline, anticipatory)
- 1 nproved threadi ng (NPTL)

- LVM now ' devi ce mapper' and i nproved

- security I nprovenents

- user node Linux (um)
- virtual nachine
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Ckay, 'Linux' .... but 2.4 or 2.6 kernel ?

2.6
renoved fil esystemtypes support

renoved har dware support

horrible firewre support

So, which?

- 2.4 for acquire and anal ysis except for odd sector drives,
then 2.6
- but sonetines .
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Ckay, 'Linux'" .... but which distro?
- are there differences?

- are there differences that directly affect data
forensics and incident response?
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Ckay, 'Linux'" .... but which distro?
- up to YOU I I !

- there are differences, beyond the graphical obvious ones
- kernel nuances
- drivers
- 1 ncluded tool s/ prograns/ packages

- do your honewor k;

- define your objectives
performresearch
narrow sel ection
test/validate/verify

- that being said; Red Hat Linux 9 updated, Fedora Core 1
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Ckay, 'Linux'" .... but which distro?

- 1 f you don't do your homework, you'll get a visit fromthis
guy
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Factors that i1 nfluence tool selection;

accur acy

- validity (verify/validate)

- user friendliness (personal, subjective)
- Installation & configuration

- support

- docunent ati on
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Tool Types;
- two types, really;
1) single purpose

2) multi-purpose
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Bui | di ng your Linux tool box
- large nunber of prograns exist!
- what's discussed here is a sanpling of what's avail abl e

- attenpt to focus on the 'best';
- user friendly
- sound functionality / accurate
- purposeful / features
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Bui | di ng your Linux tool box

W ndows Tool box

T

Li nux Tool box

Whi ch do you prefer?
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Acquisition Wilities
- tools to acquire nedia

--- 'dd'
------ part of 'coreutils' package from ww. gnu.org
------ flexible, options, custom zable

--- 'dd_rhel p'
------ useful for bad nedia (sectors)
------ www. kal ysto. ath. cx/utilities/dd_rhel p/index.en. htm

--- 'sdd'

------ nmodi fied version of 'dd" to include M5 val ue, | BS OBS
enhancenents, etc.

--- '"SMART for Linux'

------ ability to acquire and clone sinmultaneously
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Aut hentication Wilities

- tools that authenticate nedia in sone form

--- ''md5suni
------ part of 'coreutils' package

--- '"nd5deep’
------ recursive MDb, tine estination
------ nd5deep. sour cef or ge. net

--- '"shalsum
------ part of 'coreutils' package

--- '"SMART for Linux'
...... CRC32, M), and/or SHAL
------ aut henti cat e agai nst devi ce
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Anal ysis Uilities
- tools that allow you to anal yze nedia in sone nanner

--- 'e2retrieve’
------ recover deleted files fromext2 fil esystem

--- 'fatback'
------ recover deleted files fromFAT fil esystem

--- '"file'
------ useful for determnation of file type

--- '"find
------ used to find sonething & pass argunents

--- 'forenost’
------ carve for deleted files via headers and footers
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Anal ysis Uilities
- tools that allow you to anal yze nedia in sone nanner

--- 'gpart’
------ rebui | d damaged partition table(s)

--- '| de'
------ Li nux di sk editor, recover deleted files

--- "nmendunp’
------ dunp contents of nenory on *ni x systens

--- '"nmenget' and ' procget’
------ dunp nmenory and /proc information

--- 'recoverdn
...... recover data from bad sectors, including COYDVD
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Anal ysis Uilities

- tools that allow you to anal yze nedia in sone nanner

--- '"Sleuthkit'
------ nodi f1ied TCTutils, uses AUTOPSY web browser GU

--- '"SMART for Linux'

------ commerci al Linux data forensic program
------ functionality and feature rich

--- '"TCT"
------ conmand |1 ne based tools for data forensics

Copyright ©2004 Thomas Rude Al Rights Reserved

Thi s docunment is protected by applicable copyright laws. You nay not
show, adapt, or distribute this document or any part thereof without
prior express witten consent of copyright hol der.




| nci dent Response & Data Forensics Using Linux

Bui | di ng Your Linux Tool box

Conpl eti ng Your Linux Tool box

- tool s that

were designed to performdata forensic processes

_ "SMART for Linux' WWW. asr dat a. com

feature-rich, point and click GJ program
sector matching acquisition conponent
robust authentication capabilities
on-the-fly conpression for |Inages
filesystemstudy feature

LAN WAN acqui sition friendly

| _ _ _ 'Sleuthkit' www. sl eut hkit. org

collection of command utilities
uses web browser Interface
view tineline activity

sort files by category

| mage thunbnail viewer
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Sl eut hki t

collection of command |ine tools

"Aut opsy' front end, web browser QGU

support disk |ayouts for;
- DOS partitions
- BSD di skl abel s
- Maci ntosh partitions
- Sun slices

support FS TYPES;
- FAT
- NTFS
- ext 2/ ext3
- FFS

Copyright ©2004 Thomas Rude Al Rights Reserved

Thi s docunment is protected by applicable copyright laws. You nay not
show, adapt, or distribute this document or any part thereof without
prior express witten consent of copyright hol der.




. | nci dent Response & Data Forensics Using Linux

Bui | di ng Your Linux Tool box

Sl eut hki t

- Strengths
- financially free
- thunbnai|l generator & viewer
- hashset inporter
- file signature anal ysis

- Weaknesses
- cannot acquire
- lack of FS TYPES support
- manual /| abori ous setup and case nanagenent
- weak on anal ysis features
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SVART for Linux

- full graphical point and click program
- plugin architecture

- right-click happy

- support disk |ayouts for;
- all supported by Linux

- support FS TYPES;
- all supported by Linux
- SMART FS plugi ns (FAT12/ 16/ 32, NTFS, ext?2/ext3)
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SVART for Li nux

- Strengths
- acquire and cl one simltaneously
- custom zation for acquisition, analysis, & authentication
- Filesystem Study feature
- Stackable filtering
- Loggi ng/ reporting
- networ k capabl e
- wel | docunented user nanual
- hash set creator and i nporter
- boot CD ROM

- Weaknesses
- not financially free
- SMP | ssues
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Your Li nux Tool box!

SVART Sl eut hki t FLAG
Acqui re Physical |mge X
Acqui re Logical I mge X

Acquire via Network (LAN or WAN) X
Acquire & Clone Sinultaneously X

Custom Acqui sition (sectors,etc.) X

Aut henti cate (CRC32, NMD5SUM SHAL) X X X
Sear ch X X X
Boot abl e CD X
Del eted File Recovery FATx, NTFS, ext?2 FATx, ext?2 FATX,
ext 2 _ _
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Li nux Resources

WWW\. Crazytrai n. com
Www. simart f or ensi cs. net
WWW. opensour cef orensi cs. org

http://groups. yahoo. coni group/ | i nux_forensics/
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Questi ons?

farmerdude@razytrain.com
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