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An agenda . . . .

I nt r oduct i on?

Why ar e we her e?

Why Li nux?

Your  Li nux Tool box!

Quest i ons?
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I nt r oduct i on?

. . . .  I  di d have a pr i or  j ob . . . .
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Why ar e we her e. . . . r eal l y?

-  under st and why Li nux i s so power f ul  f or  dat a f or ensi cs

-  under st and f act or s t hat  may af f ect  sel ect i ng a t ool

-  l ear n what  t ool s ar e out  t her e and t hei r  st r engt hs and 
weaknesses

-  shar e per sonal  exper i ences t o hel p al l  of  us
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Why Li nux?
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Heh heh heh .  .  .  he f or got  
hi s wr i t e bl ocker !  What  a 
shame. . . .

YI KES!   Mar v has commi t t ed 
sui ci de .  .  .  I  t ol d hi m he' d 
have t o pay ext r a t o mount  an 
i mage f i l e i n Wi ndows!

Oh t he humani t y!  ' Mar v,  t he 
pengui n was her e t o hel p 
you! '

He shoul d have known bet t er  .  
.  .  cr i ppl ed boot  di sk .  .  .  
I  t ol d hi m ' Li nux,  Mar v,  
Li nux' !
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Why Li nux . . . .  Pengui n Power

-  mi ni mal l y i nvasi ve by def aul t

-  f i l esyst em t ypes suppor t  & di sk l ayout  suppor t

-  cont r ol

-  l oopback devi ce 

-  net wor k pr ot ocol s

-  LOSE ( Li nux Oper at i ng Syst em Envi r onment )
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Li nux Power  .  .  .  .  Mi ni mal l y I nvasi ve

-  no har dwar e wr i t e bl ocker  r equi r ed

-  you can saf el y at t ach medi a wi t hout  wor r y of  wr i t es
     -  t humbdr i ves,  zi p dr i ves,  compact  f l ash,  SD,  et c.

-  BUT i f  you l i ke bot h a bel t  and suspender s you can use a 
har dwar e wr i t e bl ocker  wi t h Li nux
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Li nux Power  .  .  .  .  Mi ni mal l y I nvasi ve
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Mt .  Dew!

Zen and t he 
Ar t  of  
Mot or cycl e 
Mai nt enance
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Li nux Power  .  .  .  .  Fi l esyst em Types & Di sk Layout  Suppor t

-  suppor t  f or  many FS TYPES,  i ncl udi ng;
     -  di sk- based
     -  net wor k 
     -  speci al

-  suppor t  f or  many di sk l ayout s,  i ncl udi ng;
     -  DOS st yl e par t i t i ons
     -  di skl abel s  
     -  sl i ces

-  what  does al l  of  t hi s r eal l y mean t o you?

  One pl at f or m t o anal yze any number  of  pl at f or ms!  
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Li nux Power  .  .  .  .  Oper at i ng Syst em Cont r ol

-  you cont r ol  t he oper at i ng syst em

-  l og act i ons t aken

-  deci de how t he oper at i ng syst em shoul d handl e devi ces

-  cust omi ze code f or  per sonal  needs
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Li nux Power  .  .  .  .  Oper at i ng Syst em Cont r ol

-  do you get  t hi s cont r ol  i n a Wi n32 envi r onment ?
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Li nux Power  .  .  .  .  Loopback Devi ce

-  t r eat  r egul ar  f i l e as bl ock devi ce

-  mount  f i l esyst em r ead onl y

-  vi ew l ogi cal  st r uct ur e 

-  vi ew act i ve dat a

-  f r ee i n Li nux,  $$$ i n Wi n32
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Li nux Power  .  .  .  .  Net wor k Pr ot ocol s

-  Appl et al k

-  I PX

-  I P

-  dr op at t ack box i n any net wor k and gr ab packet s
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Li nux Power  .  .  .  .  Li nux Oper at i ng Syst em Envi r onment  ( LOSE)

-  I / O schedul er
     -  r equest s t o di sc,  CD- ROM,  et c.

-  memor y management
     -  much mor e f l exi bl e memor y and pagi ng model s t han Wi n32

-  per vasi vel y mul t i - t aski ng and mul t i - t hr eadi ng
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Li nux Power  .  .  .  .

Li nux
Oper at i ng
Syst em
Envi r onment
( LOSE)

Fl y
Hi gh
wi t h
Li nux
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Okay,  ' Li nux'  . . . .  but  2. 4 or  2. 6 ker nel ?

+ 2. 6
-  scal abl e pr ocessi ng ( 16CPU vs.  8CPU f or  2. 4)

-  suppor t  > 8GB RAM

-  I / O Schedul er  choi ce ( deadl i ne,  ant i ci pat or y)

-  i mpr oved t hr eadi ng ( NPTL)

-  LVM now ' devi ce mapper '  and i mpr oved

-  secur i t y i mpr ovement s 

-  user  mode Li nux ( uml )
     -  vi r t ual  machi ne
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Okay,  ' Li nux'  . . . .  but  2. 4 or  2. 6 ker nel ?

-  2. 6
-  r emoved f i l esyst em t ypes suppor t

-  r emoved har dwar e suppor t

-  hor r i bl e f i r ewi r e suppor t

So,  whi ch?

-  2. 4 f or  acqui r e and anal ysi s except  f or  odd sect or  dr i ves,  
t hen 2. 6

-  but  somet i mes .  .  .  .  
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Okay,  ' Li nux'  . . . .  but  whi ch di st r o?

-  ar e t her e di f f er ences?

-  ar e t her e di f f er ences t hat  di r ect l y af f ect  dat a 
f or ensi cs and i nci dent  r esponse?
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Okay,  ' Li nux'  . . . .  but  whi ch di st r o?

-  up t o YOU!  !  !  !

-  t her e ar e di f f er ences,  beyond t he gr aphi cal  obvi ous ones
     -  ker nel  nuances
     -  dr i ver s
     -  i ncl uded t ool s/ pr ogr ams/ packages

-  do your  homewor k;
     -  def i ne your  obj ect i ves
     -  per f or m r esear ch
     -  nar r ow sel ect i on
     -  t est / val i dat e/ ver i f y

-  t hat  bei ng sai d;   Red Hat  Li nux 9 updat ed,  Fedor a Cor e 1
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Okay,  ' Li nux'  . . . .  but  whi ch di st r o?

-  i f  you don' t  do your  homewor k,  you' l l  get  a vi si t  f r om t hi s 
guy .  .  .  .
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Fact or s t hat  i nf l uence t ool  sel ect i on;

-  accur acy

-  val i di t y ( ver i f y/ val i dat e)

-  user  f r i endl i ness ( per sonal ,  subj ect i ve)

-  i nst al l at i on & conf i gur at i on

-  suppor t

-  document at i on
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Tool  Types;

-  t wo t ypes,  r eal l y;

1)  si ngl e pur pose

2)  mul t i - pur pose
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Bui l di ng your  Li nux t ool box

-  l ar ge number  of  pr ogr ams exi st !

-  what ' s di scussed her e i s a sampl i ng of  what ' s avai l abl e

-  at t empt  t o f ocus on t he ' best ' ;
     -  user  f r i endl y
     -  sound f unct i onal i t y /  accur at e
     -  pur posef ul  /  f eat ur es
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Bui l di ng your  Li nux t ool box

                Whi ch do you pr ef er ?
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Acqui si t i on Ut i l i t i es

-  t ool s t o acqui r e medi a

- - -  ' dd'
- - - - - -  par t  of  ' cor eut i l s'  package f r om www. gnu. or g
- - - - - -  f l exi bl e,  opt i ons,  cust omi zabl e

- - -  ' dd_r hel p'
- - - - - -  usef ul  f or  bad medi a ( sect or s)
- - - - - -  www. kal yst o. at h. cx/ ut i l i t i es/ dd_r hel p/ i ndex. en. ht ml

- - -  ' sdd'
- - - - - -  modi f i ed ver si on of  ' dd'  t o i ncl ude MD5 val ue,  I BS/ OBS 

enhancement s,  et c.

- - -  ' SMART f or  Li nux'
- - - - - -  abi l i t y t o acqui r e and cl one si mul t aneousl y
- - - - - -  www. asr dat a. comCopyr i ght  ©2004  Thomas Rude   Al l  Ri ght s Reser ved
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Aut hent i cat i on Ut i l i t i es

-  t ool s t hat  aut hent i cat e medi a i n some f or m

- - -  ' md5sum'
- - - - - -  par t  of  ' cor eut i l s'  package

- - -  ' md5deep'
- - - - - -  r ecur si ve MD5,  t i me est i mat i on
- - - - - -  md5deep. sour cef or ge. net

- - -  ' sha1sum'
- - - - - -  par t  of  ' cor eut i l s'  package

- - -  ' SMART f or  Li nux'
- - - - - -  CRC32,  MD5,  and/ or  SHA1
- - - - - -  aut hent i cat e agai nst  devi ce

Copyr i ght  ©2004  Thomas Rude   Al l  Ri ght s Reser ved

Thi s document  i s  pr ot ect ed by  appl i cabl e copyr i ght  l aws.   You may not  
show,  adapt ,  or  di s t r i but e t hi s document  or  any par t  t her eof   wi t hout  

pr i or  expr ess  wr i t t en consent  of  copyr i ght  hol der .

I nci dent  Response & Dat a For ensi cs Usi ng Li nux
Bui l di ng Your  Li nux Tool box



�

�

Anal ysi s Ut i l i t i es

-  t ool s t hat  al l ow you t o anal yze medi a i n some manner

- - -  ' e2r et r i eve'
- - - - - -  r ecover  del et ed f i l es f r om ext 2 f i l esyst em

- - -  ' f at back'
- - - - - -  r ecover  del et ed f i l es f r om FAT f i l esyst em

- - -  ' f i l e'
- - - - - -  usef ul  f or  det er mi nat i on of  f i l e t ype

- - -  ' f i nd'
- - - - - -  used t o f i nd somet hi ng & pass ar gument s

- - -  ' f or emost '
- - - - - -  car ve f or  del et ed f i l es vi a header s and f oot er s
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Anal ysi s Ut i l i t i es

-  t ool s t hat  al l ow you t o anal yze medi a i n some manner

- - -  ' gpar t '  
- - - - - -  r ebui l d damaged par t i t i on t abl e( s)

- - -  ' l de'
- - - - - -  Li nux di sk edi t or ,  r ecover  del et ed f i l es

- - -  ' memdump'
- - - - - -  dump cont ent s of  memor y on * ni x syst ems

- - -  ' memget '  and ' pr ocget '
- - - - - -  dump memor y and / pr oc i nf or mat i on

- - -  ' r ecover dm'
- - - - - -  r ecover  dat a f r om bad sect or s,  i ncl udi ng CD/ DVD
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Anal ysi s Ut i l i t i es

-  t ool s t hat  al l ow you t o anal yze medi a i n some manner

- - -  ' Sl eut hki t '
- - - - - -  modi f i ed TCTut i l s,  uses AUTOPSY web br owser  GUI  

- - -  ' SMART f or  Li nux'
- - - - - -  commer ci al  Li nux dat a f or ensi c pr ogr am
- - - - - -  f unct i onal i t y and f eat ur e r i ch

- - -  ' TCT'
- - - - - -  command l i ne based t ool s f or  dat a f or ensi cs
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Compl et i ng Your  Li nux Tool box

-  t ool s t hat  wer e desi gned t o per f or m dat a f or ensi c pr ocesses
| _ _ _ ' SMART f or  Li nux'                 www. asr dat a. com
| _ _ _ _ _ _ f eat ur e- r i ch,  poi nt  and cl i ck GUI  pr ogr am
| _ _ _ _ _ _ sect or  mat chi ng acqui si t i on component
| _ _ _ _ _ _ r obust  aut hent i cat i on capabi l i t i es 
| _ _ _ _ _ _ on- t he- f l y compr essi on f or  i mages
| _ _ _ _ _ _ f i l esyst em st udy f eat ur e
| _ _ _ _ _ _ LAN/ WAN acqui si t i on f r i endl y
|
| _ _ _ ' Sl eut hki t '                       www. sl eut hki t . or g
| _ _ _ _ _ _ col l ect i on of  command ut i l i t i es
| _ _ _ _ _ _ uses web br owser  i nt er f ace
| _ _ _ _ _ _ vi ew t i mel i ne act i vi t y 
| _ _ _ _ _ _ sor t  f i l es by cat egor y
| _ _ _ _ _ _ i mage t humbnai l  vi ewer
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Sl eut hki t

-  col l ect i on of  command l i ne t ool s

-  ' Aut opsy'  f r ont  end,  web br owser  GUI

-  suppor t  di sk l ayout s f or ;
     -  DOS par t i t i ons
     -  BSD di skl abel s
     -  Maci nt osh par t i t i ons
     -  Sun sl i ces

-  suppor t  FS TYPES;
     -  FAT
     -  NTFS
     -  ext 2/ ext 3
     -  FFS
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Sl eut hki t

-  St r engt hs
     -  f i nanci al l y f r ee
     -  t humbnai l  gener at or  & vi ewer
     -  hashset  i mpor t er
     -  f i l e si gnat ur e anal ysi s

-  Weaknesses
     -  cannot  acqui r e
     -  l ack of  FS TYPES suppor t
     -  manual / l abor i ous set up and case management
     -  weak on anal ysi s f eat ur es 

Copyr i ght  ©2004  Thomas Rude   Al l  Ri ght s Reser ved

Thi s document  i s  pr ot ect ed by  appl i cabl e copyr i ght  l aws.   You may not  
show,  adapt ,  or  di s t r i but e t hi s document  or  any par t  t her eof   wi t hout  

pr i or  expr ess  wr i t t en consent  of  copyr i ght  hol der .

I nci dent  Response & Dat a For ensi cs Usi ng Li nux
Bui l di ng Your  Li nux Tool box



�

�

SMART f or  Li nux

-  f ul l  gr aphi cal  poi nt  and cl i ck pr ogr am

-  pl ugi n ar chi t ect ur e

-  r i ght - cl i ck happy

-  suppor t  di sk l ayout s f or ;
     -  al l  suppor t ed by Li nux

-  suppor t  FS TYPES;
     -  al l  suppor t ed by Li nux
     -  SMART FS pl ugi ns ( FAT12/ 16/ 32,  NTFS,  ext 2/ ext 3)
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SMART f or  Li nux

-  St r engt hs
     -  acqui r e and cl one si mul t aneousl y
     -  cust omi zat i on f or  acqui si t i on,  anal ysi s,  & aut hent i cat i on
     -  Fi l esyst em St udy f eat ur e
     -  St ackabl e f i l t er i ng
     -  Loggi ng/ r epor t i ng
     -  net wor k capabl e
     -  wel l  document ed user  manual
     -  hash set  cr eat or  and i mpor t er
     -  boot  CD- ROM

-  Weaknesses
     -  not  f i nanci al l y f r ee
     -  SMP i ssues
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Your  Li nux Tool box!

                         SMART          Sl eut hki t      FLAG
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Acqui r e Phys i cal  I mage            X

Acqui r e Logi cal  I mage             X                                       

Acqui r e v i a Net wor k  ( LAN or  WAN)   X

Acqui r e & Cl one Si mul t aneous l y    X

Cust om Acqui s i t i on ( sec t or s , et c . )  X

Aut hent i cat e ( CRC32,  MD5SUM,  SHA1) X                   X              X

Sear ch                            X                   X              X

Boot abl e CD                       X 

Del et ed Fi l e Recover y              FATx,  NTFS,  ex t 2    FATx,  ex t 2   FATx,  
ext 2

Wi pi ng Feat ur e                    X                   X              X
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Li nux Resour ces

www. cr azyt r ai n. com

www. smar t f or ensi cs. net

www. opensour cef or ensi cs. or g

ht t p: / / gr oups. yahoo. com/ gr oup/ l i nux_f or ensi cs/
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Quest i ons?

f ar mer dude@cr azy t r ai n. com
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